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 I.   STANDARD STATEMENT  
  

This standard operates under University Policy 117 Information Security. The 

purpose of this standard is to establish controls that ensure that WCU employees 

who use university IT systems and networks do so in a manner that does not 

compromise the security and integrity of the systems and networks.  

  

 II.  SCOPE AND APPLICATION OF THE STANDARD  

  

This standard applies to all employees, vendors and agents operating on behalf of 

Western Carolina University.   

  

 III.  DEFINITIONS  

Malicious software or malware is software intended to damage or disrupt operation 

of a computing system or network, gather sensitive information, gain 

unauthorized access to private computer systems, or to take partial control 

over its operation.   
  

  

 IV.  
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d. University-owned production servers and personal computers will be protected 
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