


• An app should require only permissions that are related to the app's purpose.   

• Apps that require high privileges or admin consent are more likely to be risky.  

• Investigate user consents to the app in the activity log.  

• Investigate the app's name and publisher in different app stores. Focus on following apps, which 

might be suspicions:  

o Apps with a low number of downloads. o Apps with a low rating or score or bad 

comments.  

o Apps with a suspicious publisher or website.  

o Apps whose last update isn't recent. This might indicate an app that is no longer 

supported.  

o Apps that have irrelevant permissions. This might indicate that an app is risky.  

• If the reviewer is unable to determine if an application is safe then the Admin Consent team 

shall review.  
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