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l. STANDARD STATEMENT

This standard, operating under University Policy 117 Information Security, defines
and establishes governance for the creation, usage and maintenance of privileged



tools require such accounts. These accounts are often used as proxies to provide
information or services to person accounts.

A Local Account
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b. A privileged account will be limited in scope as much as possible to a
single user, a single system, or a single service.

c. Service accounts are not to be used by staff to log into a system to
perform work. Personal AD accounts are not to be used as service
accounts.

d. While logged into a system with a privileged account users must not
leverage applications that access the Internet such as web browsers or
email unless it is to perform an essential system administration task.
Use of a privileged account to access the Internet may result in the
deactivation of the account.

e. Whenever possible, a privileged account will be a campus authenticated
directory level account (AD). If a local account is required, for purposes
of documentation and accountability, local accounts will be created
using WCU'’s account naming conventions and used for maintaining
systems. Whenever possible the local default administrator account will
not be used except for emergencies.

f.  This type of account must be managed by the PAM to the fullest extent
possible. Where the PAM cannot fully manage the account, the PAM
must be used to store the current password for the account.

3. Privileged accounts as defined by this standard must not be used at public
access computers such as kiosks or lab computers.
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VI.

REFERENCES

International Standards Organization (ISO/IEC 27002:2022, Clause 5 Organizational
Controls & Clause 8 Technological Controls)

University Policy 117 Information Security

Password Standard

Data Handling Procedures Related to the Information Security and Privacy

Governance Policy
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